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Microsoft Forefront Endpoint Protection Management Pack Guide

Forefront Endpoint Protection (FEP) simplifies and improves endpoint protection while greatly reducing infrastructure costs. It builds on System Center Configuration Manager 2007 R2, allowing customers to use their existing client management infrastructure to deploy and manage endpoint protection.  This shared infrastructure lowers ownership costs while providing improved visibility and control over endpoint management and security.

Document Version

This guide was written based on the 2.0.651.0 version of the Forefront Endpoint Protection (FEP) Management Pack.

Revision History
	Release Date
	Changes

	December, 2010
	Original release of this guide


Introduction to the Forefront Endpoint Protection (FEP) Management Pack

The Forefront Endpoint Protection (FEP) Server represents a set of System Center Configuration Manager objects (package, collections, and advertisements) and reporting based on a SQL data warehouse. Most of these components can be monitored with the System Center Configuration Manager 2007 SP2 Management Pack for Operations Manager 2007 R2 and the SQL Server Monitoring Management Pack.

The following two components are monitored by the Forefront Endpoint Protection (FEP) Management Pack:

1.
FEP service that is responsible for sending email alerts.

2.
FEP SSIS job that copies data from the System Center Configuration Manager database to the FEP Data Warehouse (FEP DWH).

Getting the Latest Management Pack and Documentation

You can find the Forefront Endpoint Protection (FEP) Management Pack in the System Center Operations Manager 2007 Catalog (http://go.microsoft.com/fwlink/?LinkId=82105).

What's New

The following features are included in this Forefront Endpoint Protection (FEP) Management Pack:


Service monitoring—Forefront Endpoint Protection requires that the FEP service is running for correct operation. The status of this service is mapped to monitors for the class that represents the FEP server. 


FEP Data Warehouse monitoring—Forefront Endpoint Protection requires that the FEP SSIS jobs copy data from the System Center Configuration Manager database to the FEP Data Warehouse (FEP DWH). The statuses of these jobs are mapped to monitors for the class that represents the FEP DWH.


Event monitoring—A number of events on the Forefront Endpoint Protection health status are collected.

Supported Configurations

The following table details the supported configurations for the Forefront Endpoint Protection (FEP) Management Pack:

	Configuration
	Support

	Operations Manager 2007 R2
	Yes

	Windows Server 2003 Windows 2008

Windows Server 2008 R2
	Yes

	Clustered servers (for SQL Server)
	Yes

	Agentless monitoring
	Not supported

	Virtual environment
	Yes


Getting Started

This section describes the actions you should take before you import the management pack, any steps you should take after you import the management pack, and information about customizations.

Files in This Management Pack

The Forefront Endpoint Protection (FEP) Management Pack includes the following file:


microsoft.fep2010.monitoring.mp

Recommended Additional Management Packs

To perform complete monitoring of the Forefront Endpoint Protection Server it is recommended to use the following additional management packs:


SQL Server Monitoring Management Pack


System Center Configuration Manager 2007 SP2 Management Pack for Operations Manager 2007 R2

How to Import the FEP Management Pack

In order to import management pack files into Operations Manager, you must first extract the files from the msi package. You are not required to extract the package locally on the Operations Manager server; however, you must be able to access the files from the Operations Manager console in order to import them.
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To extract management pack files

	1.
Double-click FEP2010 Monitoring MP.msi.
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Note 

No management pack files are installed or imported to Operations Manager during this procedure. The wizard is used to extract files only.

2.
Read and accept the license agreement, and then click Next.

3.
On the Select Installation Folder page, specify the folder to which you want to extract the management pack files, and then click Next.

4.
On the Confirm Installation page, click Install to extract the package to the specified location. On the Installation Complete page, click Close.

5.
Navigate to the file location specified earlier and verify that the microsoft.fep2010.monitoring.mp file is present.
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To import management pack files

	
For instructions about importing a management pack, see How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=142351).
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To create a new management pack for customizations

	
After the Forefront Endpoint Protection (FEP) Management Pack is imported, create a new management pack in which you store overrides and other customizations.


Create a New Management Pack for Customizations

Most vendor management packs are sealed so that you cannot change any of the original settings in the management pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different management pack. By default, Operations Manager 2007 saves all customizations to the Default Management Pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize.

Creating a new management pack for storing overrides has the following advantages: 


It simplifies the process of exporting customizations that were created in your test and pre-production environments to your production environment. For example, instead of exporting the Default Management Pack that contains customizations from multiple management packs, you can export just the management pack that contains customizations of a single management pack.


You can delete the original management pack without first needing to delete the Default Management Pack. A management pack that contains customizations is dependent on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all of your customizations are saved to the Default Management Pack, you must delete the Default Management Pack before you can delete an original management pack.


It is easier to track and update customizations to individual management packs.

For more information about sealed and unsealed management packs, see Management Pack Formats (http://go.microsoft.com/fwlink/?LinkId=108355). For more information about management pack customizations and the Default Management Pack, see About Management Packs in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108356).

Security Considerations

The Forefront Endpoint Protection (FEP) Management Pack works out of the box for most configurations and usually does not require additional changes in accounts or permissions. The management pack monitor runs under the standard SCOM agent account, and requires that this account have access rights to query the state of both the FEP service and the FEP SSIS jobs. The default permissions are setup as follows:


FEP service health—The SCOM agent runs under the Local System account by default, which is sufficient to monitor the FEP service health. If the SCOM agent runs under a different account check that the account has the user rights to query the state of the FEP service and add or modify the rights as required


FEP SSIS jobs health—By default the Forefront Endpoint Protection installation: 

a.
If the FEP service runs on the same machine as the database, adds the Network Service and Local System accounts to the db_HealthPermissions role.

b.
Adds the machine account of the computer that runs the FEP service to the db_HealthPermissions role on the database server where the FEP Data Warehouse is stored. 

If the administrator implements a different security model for the SCOM agent or deviates from the default Forefront Endpoint Protection installation, additional configuration may be required. In particular, if the FEP Data Warehouse database runs on a different SQL Server than your System Center Configuration Manager 2007 R2 database, then you have to perform additional configuration steps manually.

Modifying security permissions 

If the administrator implements a different security model and the SCOM agent on the computer which runs the FEP monitoring service runs as a domain user account, modify the security permissions.
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To modify security permissions

	1.
For the user mapped to the FEP DWH database, ensure that the AN_ReaderRole and db_HealthPermissions database roles membership is enabled.
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Note 

Adding an account to the db_HealthPermissions role on the database server where the FEP Data Warehouse runs, enables the account to query the status of any SSIS job, and not just the FEP SSIS job. This requires carefully consideration and the administrator may decide to change role membership to a different account.

2.
Similarly, on the msdb database (on the SQL Server hosting the FEP DHW database), ensure the SQLAgentReaderRole database role and the SQLAgentUserRole database roles membership is enabled for the user.


Modifying security permissions when running two SQL Servers

When the System Center Configuration Manager 2007 R2 database and the FEP Data Warehouse database run on two different SQL Server computers, you have to perform the following additional configuration steps manually.
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To modify security permissions when running two SQL Servers

	1.
On the server that has the FEP Data Warehouse:

a.
In SQL Server Management Studio, expand Security > Logins.

b.
If the SCOM agent runs under the Local System account, add the SCOM agent machine account to the db_HealthPermissions, AN_ReaderRole, SQLAgentReaderRole and SQLAgentUserRole database roles.

c.
If the SCOM agent runs under a domain user account, see the previous section.

2.
To execute discovery immediately, in the Health Explorer, click Recalculate Health. 


Understanding Management Pack Operations

Most of the Forefront Endpoint Protection functionality is hosted on ConfigMgr and is monitored using the System Center Configuration Manager 2007 SP2 Management Pack for Operations Manager 2007 R2 and the SQL Server Monitoring Management Pack.

The following two components are monitored by the Forefront Endpoint Protection (FEP) Management Pack:


FEP Server—Represents the FEP service that sends alerts.


FEP DWH Server—Represents the FEP SSIS job that copies data from the ConfigMgr database.

Objects the Management Pack Discovers

The Forefront Endpoint Protection (FEP) Management Pack includes discovery rules; that is, rules that define the objects that the Operations Manager agent will look for and monitor. Each object is an instance of a class.

This management pack defines the following classes:


FEP Service—Checks whether the FEP service is up and running.


FEP Data Warehouse Container—Checks whether the FEP SSIS job exists and terminated its last run successfully.
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Note 

If you place a monitored object in maintenance mode, all monitoring of this object stops until you remove the object from maintenance mode. When a monitored object is in maintenance mode, alerts are suppressed and no Warning or Critical states are raised.

This management pack changes the deployment state to Critical (red) if one of the following occurs:


For the FEP Service, if:


The FEP service is down.


An Error event occurs with no matching Info event indicating a recovery condition.


For the FEP Data Warehouse Container, if one of the following Error events occurs:


FEP SSIS job does not exist or cannot be accessed from the FEP Server.


FEP SSIS job did not run recently.


FEP SSIS job failed last time it was run.
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Note 

Once a computer running the FEP service is down, the FEP SSIS job will not be discovered and is reported as having failed.

Classes

The following diagram shows the classes defined in this management pack.
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The following table describes the classes defined in this management pack.

	Class Name
	Description

	Microsoft FEP Deployment
	Provides a starting point to view the state of the FEP deployment as well as the alerts. All health issues are rolled up to this class.

Discovery targets the Microsoft Windows Server and runs a monitor to check the FEP registry key.

	Microsoft FEP Service
	Represents the FEP service and checks if the FEP service is running.

	Microsoft FEP Service Features
	Represents features of the FEP service and monitors the event log for errors and warnings, and then updates the server status accordingly.

	Microsoft FEP Data Warehouse Container
	Provides a container for the Microsoft FEP Data Warehouse (FEP DWH). This class is created if the FEP DWH exists and is accessible.

Discovery uses the DWH connection information from the FEP service registry entry, and executes a monitor to verify that the FEP DWH is accessible.

	Microsoft FEP Data Warehouse
	Represents the FEP Data Warehouse. All FEP DWH checks are run under this class, and are then rolled-up to the FEP server.


How Health Rolls Up

The following diagram shows how the health states of components roll up in this management pack.
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Key Monitoring Scenarios

This management pack monitors the following issues:


Microsoft FEP Deployment


Microsoft FEP Service:


Microsoft FEP Service Running.


Microsoft FEP Service Features:


Microsoft FEP Service - Monitor Metadata Manager for Errors.


Microsoft FEP Service - Monitor Metadata Manager for Warnings.


Microsoft FEP Service - Monitor Alert Manager for Operation Issues.


Microsoft FEP Service - Monitor Alert Manager for E-mail Sending Issues.


Microsoft FEP Data Warehouse is Accessible.


Microsoft FEP Data Warehouse:


Microsoft FEP Data Warehouse - Monitor Data-up job Complete.


Microsoft FEP Data Warehouse - Monitor Data-up Job Run Exists.


Microsoft FEP Data Warehouse - Monitors Data-up Job Run Recently.


Microsoft FEP Data Warehouse - Monitor Maintenance Job Completes.


Microsoft FEP Data Warehouse - Monitor Maintenance Job Exists.


Microsoft FEP Data Warehouse - Monitor Maintenance Job Run Recently.

Alerts

This management pack raises alerts for the following events:


The FEP service state changes from Running to any other state.


The last FEP SSIS job execution status is Failed.


An Error event is recorded in the server Event Log.

Events

The following table describes the events in this management pack.

	Event Name
	Recovery
	Level

	METADATA_MANAGER_FAILED
	METADATA_MANAGER_SUCCEEDED

AGENT_STARTED_SUCCESSFULLY
	Error

	METADATA_MANAGER_WARNING
	METADATA_MANAGER_NO_WARNING

AGENT_STARTED_SUCCESSFULLY
	Warning

	ALERTS_MANAGER_EMAIL_SENDING_FAILED
	ALERTS_MANAGER_EMAIL_SENDING_SUCCEEDED

AGENT_STARTED_SUCCESSFULLY
	Error

	ALERTS_MANAGER_OPERATION_FAILED
	ALERTS_MANAGER_OPERATION_SUCCEEDED

AGENT_STARTED_SUCCESSFULLY
	Error


Discovery Rules

The following table describes the discovery rules in this management pack:

	Collection Rule Name
	Description

	FEP Server Entity
	This rule discovers the FEP Server based on the Windows Server Class having the following attributes:


An FEP Server registry key.


The FEP Server product installed.

	FEP SSIS Job
	This job discovers the FEP SSIS job on the computer running the FEP DWH database, using the connection string specified in the registry.


Placing Monitored Objects in Maintenance Mode

When a monitored object, such as a computer or distributed application, goes offline for maintenance, Operations Manager 2007 detects that no agent heartbeat is being received, and as a result, may generate numerous alerts and notifications. To prevent these alerts and notifications, place the monitored object in maintenance mode. In maintenance mode, alerts, notifications, rules, monitors, automatic responses, state changes, and new alerts are suppressed at the agent.

For general instructions on placing a monitored object in maintenance mode, see How to Put a Monitored Object into Maintenance Mode in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108358).

Troubleshooting

This topic provides guidance for resolving issues you may encounter with the Forefront Endpoint Protection (FEP) Management Pack.

Alerts

When an alert is raised by the Forefront Endpoint Protection (FEP) Management Pack, use the Health Explorer on the deployment that triggered the alert to check if one or more monitors are in a Warning or Critical state.

Health Explorer

Investigate the Health Explorer hierarchy from the top down, as monitors that are closer to the health tree root are more important.

Monitor

When investigating a monitor in a Warning or Critical state:

1.
Open the monitor and review the knowledge articles to learn how to resolve the issue.

2.
In the Health Explorer, click the State Change Events tab and review the state changes for additional information to help you investigate the issue.

Discovery

If a deployment or part of a deployment is missing, use the information below to troubleshoot the problem:

1.
Locate the class, check if the target was discovered and if not, investigate accordingly:


Check that the class is not disabled.


Check that there are no overrides increasing the scheduling interval.


Verify that sufficient time has passed for the target to be discovered. All the classes run every 24 hours, except for the Microsoft.Fep2010.Monitoring.FepDataWarehouse.Discovery class, that runs every 4 hours.

2.
In addition to these steps, for the Microsoft.Fep2010.Monitoring.FepDataWarehouse.Discovery class:


If you have Remote Access to the FEP server, check that there is connectivity between the FEP service computer and the SQL Server.


Check that that the System Center Operations Manager agent account on the FEP service machine is a member of the:

i.
db_HealthPermissions role on the FEP DWH database.

ii.
SQLAgentReaderRole role in the msdb database on the FEP DWH server.

iii.
AN_ReaderRole role on the FEP DWH database.

Appendix: Reports

This management pack does not include any reports.

Appendix: Scripts

This management pack includes the Microsoft.Fep2010.Monitoring.GetDbExist.vbs script. This script receives a SQL connection string and a query, connects to the server named in the connection string, and executes the query. If the script is successful, it returns IsAccessible=true; otherwise, it returns IsAccessible=false.
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